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ABSTRACT

As awareness of personal data protection increases, various Full Disk Encryption (FDE)-based applications are being
developed that real-time encryption or use virtual drive volumes to protect data on user’s PC. FDE-based applications
encrypt and protect the volume containing user’s data. However, as disk encryption technology advances, some users are
abusing FDE-based applications to encrypt evidence associated with criminal activities, which makes difficulties in digital
forensic investigations. Thus, it is necessary to analyze the encryption process used in FDE-based applications and decrypt
the encrypted data. In this paper, we analyze Cryptomator and Norton Ghost, which provide volume encryption and backup
functions. We analyze the encrypted data structure and encryption process to classify the main data of each application and
identify the encryption algorithm used for data decryption. The encryption algorithms of these applications are recently
emergin gor customized encryption algorithms which are analyzed to decrypt data. User password is essential to generate a
data encryption key used for decryption, and a password acquisition method is suggested using the function of each
application. This supplemented the limitations of password investigation, and identifies user data by decrypting encrypted data
based on the acquired password.
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Part Value Date
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alg Default: HS256
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Payload —
jti UulD
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algorithm
Signature signature signature data
& : (HMACSHA256)




514 25 &3l 2wyl gzl g B3} wel dF

Headerd] kid'el AA% 7] Sd™S & vtx
B ¢t&7](Master Encryption Key, MEK)<}
ut~E] MAC 7](Master MAC Key, MMK) 3
o Aw®7} ‘masterkey.cryptomator S 3
o1& 4 gltl. Payloaddl& vault® 23t A
W 7hsek @Y UUID el jtiel AA=e] gle
o S gEst AMEE daels AR}
‘cipher Combo'el A=l & Cryptomator+
‘SIV_.CTRMACS A8lstez &% gtez wAy]
o] 9l o] org.cryptomator.cryptolibelA]
Xﬂ%ﬂ}t due|FEo R ¢hast WAL stdw ¢hss)
o AES-256-SIV2(19)7} AME-=H, gd W4 ¢
Z3lol= AES-256-CTRZ HMACe] A5t}

>

3.1.2 masterkey.cryptomator I}l 17

‘masterkey.cryptomator FdeE= ot53}xl
MEK, MMK$} vt~e]7] Aol 2145 Scrypt
01—*7;'/]5 o]x],y]_ JSON ﬁiﬂgi ﬁxl—;]r,].
Scrypt dae]5S dFY wRe]E AMgE Hag
= 7 7] = &Y & SFeldh20). sld Tt
%L“i— Fig. 2.9} Ze] 7 {%3-4 EE dolelE A

32 hasebd® elFslo] ] AgIT)

) masterkey.cryptomator

“version": 999,
"scryptSalt”: "xfmpZwmNGks=",

| S EC LT s S [Scrypta!gorlthm parameter]
“scryptBlockSize": 8,

“primaryMasterKey": "Du3Vexitl+qXsFusghimLk03QIrEpuTRrMnXIy7bG/7QIkBUIggMsHQ=="
"hmacMasterKey”: "Ed33L)IxgkMzRTUu+sXIzp+iHObfIFSEDA4XVYEMnOXfheddc3H8Tw=="",

[Encrypted Master Encryption Key and Master Mac Keyl

"versionMac”: "vsaWg6hgz8i2kjeay7AvCQVY2TewUOdoBMDAtAHCHQ="

Fig. 2. masterkey.cryptomator file data

‘version’ AHE 9992 TAEH ‘ScryptSalt,
‘ScryptCostParam' = ‘ScryptBlockSize ¢l &
MEK®} MMK A4 #Ael H45+= Scrypt €4
2]= <z} ol AA=}. ‘primaryMasterKey <}
‘hmacMasterKey ol& ¢%3% MEK$ MMK7}
AAE}. versionMac-> thedEle|l=E WS}
7] 93 vault ®AH<e] HMAC-256 Ftolth.
‘masterkey.cryptomator 3}l xAE FE
stost Ao A= GET] A Hesinz
sl Fedo] 3le] Mg ojof gl

2) AESE A3t A2 £33 gdrwe=2 RFC 5297¢]
Helsle] glow, 7} volelsh BEe ol 1% 4 95
s et daeks

31.3 453l A o X

Cryptomator® r=3t5 vtd9] doje&= wtd
doje} ot vgo 2 FAE 9low AA twst

= “ .
H mhele] F2E Fig. 3.3 %t}
ThunkNonce
(16-byte)
AES-CTR
encrypted file
AES-CTR contents
encrypted File Chunk (32-Kibibyte)
Content Key
(40-byte) Encrypted File Header MAC of Chunk
| (88-byte) ¥ File Chunk data
(32-byte)
MAC of header
(32-byte) Encrypted File Contents File Chunk
File Chunk
[Encrypted File Structure]

Fig. 3. Encrypted file structure
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Fig. 11. Create Norton Ghost's Backup data
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olandavd 128 bll (B+ charac!ev password)
diu -bit (1b+ character passwaord
Exclu th 258 bit (32 characlerpasswmd)
[ Edancad 1 -

Fig. 12. Encryption options

ARk A2~ eE Aot has)t HAS Fo1H
o2 Add 4 9lch wEhd W] dleeE s}
7] felMe A= qlze] IpHoz g4E
1;],. :q]/\cqc AL Egﬁ uﬂo%ﬁ E]]O]E']Oﬂ ;Hs]_ ;g
=& Alo1& 4= 9lrk. Norton Ghoste AES ¢&
dwe]EE A dlolE] a3} 7)ER A dsh,
AES 7] Aol A& 4 9lct. oldf| we} A=

g ok sl Y ZHolr) vhaA HL5c)

4.1 =3t HOIH &

Norton Ghost®] ¥4l 7]& AM- A A==

st 2= Fig. 13.3% 2t

@ DESKTOP-650JLT7.sv2i
5 DESKTOP-650JLT7_E_Drive001.v2i
RPAM_Store.dat

[Drive Backup File]
:[PC Namel_[Drive Label]l_Drive[Backup number].v2i

L PC > M B8 (E) > Norton Backups

1d915a017f9eSbf fof ) bf+1=co
1d9152017f9e5¢0.fbf
1d9153017f9eSc1 fof
1d915a017f9e5c2.fbf Format | Hexadecimal (ig-Endien)
1d9153017f9e5¢3.fbf
1d915a017f9eSc4.fbf
1d915a017f9e5¢5.fof
1d9152017f9e5¢6.fbf
1d9153017f9e5¢7.fbf
1d915a017f9e5¢8.fbf
1d915201719e5¢.fbf
[File or Directory Backup File]

Value Input

vaue | @1d915a017¢9e5bF

20221222 00:55:

20221222 09:55:

Fig. 13. Data structure Norton Ghost

e 2 e
5 Mg A A AA AR Cbf 2R
Az otssiE o] A s o] sy
wiel A2k A7 Windows filetimed) 22 4l
H3lo] hex string FHE WAz} 27) oA+
gl Tl wWisdske A A WA 94l hex
string 3= 71822 14 Z7kso] A=} bl
o] Az ‘SymBackup 1.0° ©]F 0x0A
1A 01 35 AAste] 3k A12ke] 4441 16-byteel
;qzlﬂr,].

A ﬂ PC 9 752 4“131'04 £ TefelHE
W& 79 ARAE A AR (PC olF) (=2

o
o
.3

Ai Horo 3L

4) WindowsellA] A|¥sl= A7 9 5 sphz 1,000%H:
9] 1% 92 7359 16019 19 19S 7508 H3)
gk AI7kE 9w



518 25 &3l 2wyl gzl g B3} wel dF

ol 2pll] Drive(ds] W3)'E dmez vai
A shelo] YAHL} Wy MaE AEA W
gjebch 14 F7hRbeh w2l gele] A=
SCANelw, sfal Alzte] 4] d-bytes! A4=lel,

A 715e B8 AE osslE slele kg3
g o)% WAR shlnst 2t shald] Efshs Ay
A ghom e 5

411 med 3 ClHE2] e oel(fbf 2HIAL o)

hEshe sl @ vEe] Wy Held Fat
=0 slish ule] oo FAEo] itk has
Sie) ojelol gk 4 FEE Table 2.9} ek,

Table 2. Data structure of encrypted Backup file
header

e ol dastEl Fele] AauA
segment ID, dlo]g] t57] Aol AMH-E= salt
., dlole tE sl AbgEE FE 3 ARA}
q e Ao AMEEE F 5 dwst A
AMEE S ohekgE AR A= w23 dy 9y
3 ot e 77 ARy} AR, ] 9o i)
3= flag 3 ARExP7)E wle] A A Fa9je g
ot5 3} dvElE ALE of L Fheldt 4= gt}

Ft] 3ol wiA AU Ael FHT1 #s 5
3 dc] 393 nir] Jd& AEslele S22 AN
et vl 9492 54 Z7)el o} ke l—t— TE
2 oAl oA 4 glew ) FdskA FHT1 7%
274 ARgEel, ¢hastE vl ddo] gk A T
%+ Table 3.3 7t}

Table 3. Data Structure of encrypted Backup file

Offset Field Data body
. ‘SymBakup 1.0° Offset Field Data
0~16 signature
' 0x0A 1A 01 0~4 file index file index
17~24 ¢ 1D fil 0: not
25~32 segmen 1le name 5~8 compression flag compressed
32~33 header length header length 1: deflate
; length of length of
header's 9-19 d d d d
34~35 ciphertext ciphertext length ecompresse ecompresse
length result result
- 13~16 length of length of
Ox15: n(? password compressed data compressed data
0x0115: only set N body's ciphertext body data
password N+4 end signature “FHT1"
0x0215: AES128
36~39 flag encryption .
=+n oo o] 2~ B
0x0315: AES192 File -mdex Fo] 349 7“1“0"0“}‘3} 0+%-¢ _1
encryption A %7}6}‘?1] compressed flag #= 39 o4&
0x0415: AES256 {43 ovigtl. Flag 3ol 0”1 A% wir] <3<
encryption dore] dEEA] skow 14l 7% deflate &
o o salt2 #(23) dew  AgEL. 4 dolrg
salt: saltl]|salt2 Adler-32 A=zAle] =g #H$ ZLIBOZ,
48~ 55 password password check CRC32 AzAde] &A1& AS$ GZIPL®E ¢t=H
check value value A% s 4 ek Norton Ghost k] )
5663 counter counter of ZAehe ks Fole CRC32 A24 #e =7
(for nonce) B glol AgHER dolesl 4FHEUS A%
1t1
64~68 saltl ot :aalt a2 GZIP WAooz ok s42 djokaic}.
backup PO deolelE Husshd ghsd A9 9] 4-byte
69~84 name backup PC name o] CRC32 A=A 3t o]Fo 4= of3o)] wie} o
adors % me Q8 dole} EART weld kvl
PN | ciphertext header data A4 4ol 271 kR dolel 7)ol 4-byte
N~N+4 | end signature ‘FHT1 £ Hgt Folth. s Hele dlr] ddF) Fodst




00 583

(2023. 6) 519

A FHTT
GZIP &= 3
s} ahel.

o GZIP file header signature(1F 8B 08 00 00
00 00 00 02 FF)||compressed datal|CRC32

checksum||length of decompressed data

CER-BEEL
GZIPe = H]OIH { %3

= 2~
35 4 9l

= QAste] 3
sAsd Q2 ol

SINCE X‘]X]—f‘f}

412 E2t0|E i) mpel(.vai &AL o)

a3 sejolre] ulg ol i
ve} okl dodow FAH]
olme) WA HolE Fri

Table 4. Data structure of encrypted Drive

= 34 9
ok stzsld =gt
Table 4.9} zc},

Backup file
Offset Field Data
0~4 signature “$CAN"
5-8 header and meta header and meta
data length data length
9~12 header length header length
saltl
17~20 1t1
sa salt: saltl]|salt2
25~28 | password check password check
37~40 value value
29~32 block size block size
33~36 ¢ ¢ ¢ ¢
49~5o | counter generator | counter generator
salt2
41~48 1t2
sa salt: saltl]|salt2
5764 header start header start
offset offset
89~92 | header checksum CRC32
g3~gp |  ClPhertext CRC32
checksum
ta dat d
N meta data an backup info area

Ciphertext

Ft] o= tas}ul
A,
F2E 5 oleh. 2 #3524

o rm

A whE F3l Hlole

Egfo 13«1 1114 A %M

el dlo]g] ¢dodo] EAsle, s dlEl we] zalo)

e
Hol QUIDS A2y A3 Base', W%l PC o]&
o] MAE Ll 7 B EAsle &y gl =7],

sle} dlole} 217]9} B2 =7) Ang Ea) dlole) )
A% ST gk w1, dole] oE7] Al A
$5% salt gk, Hol8 kEstel A e g
A8 21 A Aol AL % F o
33 gsiE B B} A, 42

£ vlole] 28 sfefsto] hastol B Ho]
AR FEstshe Jode Helslof wel,

53}
B o}

A
A

4

4.2 255 0y

HI

Norton Ghost®] ¢33} #42 4ol A&
== ] dloly] sts7] A ] dlold ¢ks3)
HHgoz FEEI) Holg ¢Esto= AES ¥¢ag]
Z3 AxEE AES-CTR 2=r} AREEY &g
ndA AMEE e 2] 7ReEe 74 7}
SEZ PATC. 9 Hole ghust Hge 2]
FHEE 9} A 7hE] A o] Fel o] & Egste] d
olH & ¢t 3lgir}, -‘T‘;‘q 7}%51 A A& Aels)
I g ‘”42“5131 ] sholz) =afe]n gl 3}
o] gta sl WAL wF Fdsi}

421 HAAHE AES-CTR 2=

oJubel AES-CTR Rt 9t53l= AESE A
43l ol g dastslA| W, ARl 273 4
Bl (Initalization Vector, IV)el 7F+EE 53}
33t A9E HEd XOR &} 71eE= &
EE55 dusdd yeid 14 ke hsdtE=
HAoll= E57]2]19 F540] glor, A4t =

o s

r 2

(e3

—_
~

¢ =m;De,(IVH <i>,) (

7 E5| dgste hast Ao, EE
7k Bl oy, <i> & iE n- bltE—L
#3  Floltk.  Norton Ghoste  ol9}
AES-CTR 2=E Wd 7A~"H5 AES-CTR
=2 ARk, [Vel XORHE ghell Ao} ol
gt n-bitE F3S 7129 WAE n/2-bitE
vl <itl1> I <i> R AR AR
g} <i> % Norton Ghostd] 0HA E3o]

—_

L
rPN forlo buoax



520 BF 83 9 vy $emaagd ot $Est Yt A7

2} & o, OHA ESellA 2R EE714] gtsstst
=AY <itl> ) <i> , #e] Wske
Fig. 14.¢} Zt}. 044 £55 7|Eo2 o &5
9] 71EE little-endian 71522 18 tisl] A
Akghe},

Oth Block :J01J00 00 00 00 00 00 00 |1{00J00 00 00 00 00 00 00
1th Block :{02|00 00 00 00 00 00 00 [1J01]00 00 00 00 00 00 00
2th Block :{03J00 00 00 00 00 00 00 |1{02{00 00 00 00 00 00 00

Fig. 14. Norton Ghost counter
422 WA Ho|E 2&T| MY iy

ol tE3lel] AMSEE dEIIE AREAF §lE
Hr9=s sMbe® = PBKDF2-HMAC-
SHA1 dae]ss 58 AAget. ARAE o o
29 UTF-1622 FdEn salt 3+ ¢35
3= dolg] Fxo| AR saltld salt2E I
AAE 12-byte =719 dlole] F& AHg-gich. ub
B 348 1,003 1A4=n, AR AAeE ¢
33} 7k=e) wel twy| Aol 16, 24, 32 F 3}
vz A" g dlelE] kv A AL
Fig. 15.9} 2},

Enter password

l

salt = salt1llsalt2
pwd = UTF-16 Encoding(password)

l

Encryption Key = PBKDF2-HMAC-SHA1(pwd, salt,
¢=1,003, dkLen=16 or 24 or 32)

Fig. 15. Generating process of Backup data
encryption key

423 ot Hlo|E 2455} DY

Norton Ghost®] dHele <t&slele #H2=H=
AES-CTR 27} AH-EIc) &g ZsdlA 2185
= 7ReEE 2] JheEE A, g A W
A3t Al 27] 7hE A4 B4l PBKDE2-
HMAC-SHA1 dagFe]  AREEy g
Norton Ghost+ 74 7F-El7} AFSEH | o] %

7 7hed A

A Ao 23=ch Norton Ghostel
Z7] 7}g¥ AA

A
AL Fig. 16.3 2t}

Enter password

l

salt = (salt1+1)]l(salt2-1)
pwd = UTF-16 Encoding(password)

l

result = PBKDF2-HMAC-SHA1(pwd, salt, ¢=3,007, dkLen=16)

l

counter = result[ :8] XOR (cumulative counter )) 4) ‘

Fig. 16. Generating process of counter

UTF-1622 qzdd 2182t o o =r}
ARSEM . salt %}% little-endian 7|&22
saltlole 18 98l salt2elle 1S W 7S o
Ag AFE 12-byte =719] vlole] & AHg-ghl.
ube 3o} Z2 A= 30077 16-byte® 14
o}, PBKDF2-HMAC-SHAL <x8&o 7 &Y
5 A7) A9 8-bytest FAE JEHE LEHS
2 47 shift QA4kg 3 XOREH 7] 7he-H
7} A=

T4 7RE AL WA T 2 o] 9y
3} =efo]n wigle]| we} Alo]sjrt,

el 2 odele] Wy dde] A s, wid
o] FEAE 7ESR o]H FEAA husldt
£ X EE 77](0x10) 2 74 7HHE A
o}, e EE =7 16-byteR dlv] 2 wjr

de] 7|5 V|FLR ALk Y dYs 55
stal= A dY] Aol AAR 8-byte =714 7}
TEHE A JRrE R ARE) Bl g H353)
gt A5 Y] 4o A= sheE g, e 4y
| £5 Z719) o)A vy de] B& 2] BFE
Jd ol A 7REE7L =) %‘]"ﬂ plaE
st Jlee) 7h 3kl o] En] 2 onby] of o] sl
wEl 74 FheE A HAe] AAEY, Ao s
e Fhel A E
Tefo]d wiq] gele] g dvie} hsst d9s
o] FiL gli= dlole Fx7F $CAN A1UAHE &
g FEEoh wEpA sl wet AR TheE
ol  EAEkA dowd, &y ddq]  EAske

['O

{o

ok

i

Ho

r
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8-byte Z7|9] 7}1LEE 4-byte W= o] F
A AR E FA 7LE R AR

T 7HEEE ol8ste] 2] e EHE AT
z+ BE otsslel  AMEE IV 3
(counter+1) | | counter HeZ AAZT}H Z27]
7}9E]= 8-byte Z7]o|n, shte] BHZEo) AgE=
IV #2 16-byte =77} =}, A A wig
dlolg] gtE7)el [VE AES-CTR REZ 9tE3}s)
o] YAE 7] ~ES} FE = k53 oo o
o]E]Z XOR&}= Ao 8537} 7158},

o o

V. AIEX} THARIE &

an
[a
)

Cryptomator®} Norton Ghosti dlo]E] 3
3} Al AREAF AR EE HpHgo s ggit) ol
Hr e AR FAdd wel PC Wl $hasts
o] AAE 4 olch. £ AeMe ] AN HHE
43 A= AW DPAPI  (Data
Protection API)(24)5 83 ¢339 a9
35 ks AAgH.

P2 = AZE FALS Nvidia 2HF7L= Tesla
A100-PCIE GPU 44 7]Eoz FA3igon,
DPAPI®] 7% DataProtectionDecryptor(25]
ETE B4 BasE zlsidn)

5.1 57| 44 nd2 &85 WAL

In
N
(]
T
)

Cryptomator?} Norton Ghost®]
HAa ARl olate]l eEIth B R4
(0-9a-zA-Z])9] 627k} A AHEE= S5 10
W5 AAsN 3 ARE Tbsd AafE o E
127} 7102 AgS A 3sieirt

Cryptomatore AHEAF 98 oY== 5e o
3718 A 93l ScryptE A3k, Norton
Ghost=  otz7)9}  7keElE  AAs] 98
PBKDEF2-HMAC-SHA1-S A3k},

Cryptomaotr+ ‘masterkey.cryptomator 3}
d& 53 Scrypt A #F ¢33k MEK 3
geladk 4 gltd. ScryptCostParam® Scrypt
BlockSizew 32,768% 8% w4 ¥ Fro] AME=,
salt= vaultel wie} s Fre] AR
ScryptE %3 KEK7} A=Y, ¢+33td MEK
£ KEKZ AES Key Unwrap @t} o4

unwrap¥ ZA3gke] dd duEFel AREEHE £

N

] IV %t 0xAG A6 A6 A6 A6 A6 A6 A6Y 7
+ e A9 =5 F3 KEKE A4d9eS A
=% 4 ith

Norton Ghost® HHE: 3147} 1,003
PBKDF2-HMAC-SHA12 2 ¢t37]5 AAg}
AHEEE saltE dllddd &8s saltl, 28 <A
g Zrolw, AT hsst FFel wet ksl Aol
7} ezl olet th2A R A A= b
& 3147} 3,007¢] PBKDF2-HMAC-SHA1°e| #
459, saltlelle 1S dsla, satl2ele 15
#E dAlste] ARl oWl AAE= A
16-byte7} Ao, 3T do|HE ¢u7E A
sl AES-CTR REZ k3 3} hasst Ay
o] A9l 8-bytest el AAE gl A=
ZAEAbe} vlaste] FUZ A9 enlE =S
& 4 9k
A= HAgzate] dagh A7k 7P 2eA
adxkel Scryptel PBKDF2-HMAC-SHAL
7M. g slo] e BT 7l A7 4
Jtt. Norton Ghoste] 72$ ¢&7]9 718 A
WHE Sl ti2BE 7S visle] dAbes
F A7 FAs
e Ao =& A7 S 7ut A

=791 hashcat(26)S &-83}0] Attt
7Ved 2 =E Cryptomator 7|15 %
W 27™35]oln] Norton Ghost 71%& %% 27713
dite] 7hssleh(27). A dA29]= A8l 84
2o} A5 V|FoR Flo] AT BT T8
g A7k ohg Table 5.9 Zt}.

u
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Table 5. Estimation time for password recovery

Application | Password digits Estimation time
Crypto 8 47 Days
mator 9 9.3 Years
Norton 8 58 Days
Ghost 9 11.5 Years

A= 2BIG7E 82w AFFAF e 7
S oF 473} 58909] A|7te] Hestgion 3 zle
7} Z7V wjuiel oF 72uje] A|7ke] Zrfsbeict A
FEARE 5 Ao E E5 Fo’ A7t Ak
2 B7Fsd fAjo|BE, B =l o9} thEA
7 $4EZR O] 715S AHE s 35 0
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i

F o33t 4 wlgl gz o3k BE3) ukek oA

Ho}

O e

din

5.2 Cryptomator I{ASIE =

Cryptomatore vault A4 o]3F ZF sA A
RE1ReiR: e 7]0—] AL AAE F 9} 9 $A4de
AR 749 ‘% APPDATA%\Cryptomator &
W ‘keychain.json ¥}l A&z SHxagz=r}
DPAPIZ ststeo] A} ks Fig. 172
keychain.json’ ¥4 Wel| JSON el A= o
Z3bgl |9

[Vault Unigue 1D]
"uwdcyJOKmCUs™:) {

"ciphertext": [DPAPI BLOBI
"AQAAANCMNd8BFAERjHOAWE /C1l+sBAAAAH!
AACZ1kFx71x9IWOWKcIAGE3TkOLCfeqKVGZT v
3UeKBmBpDk4zMJv8Ee655JMAbgh1RAAAAD:
PQawCBAU1 /xnweXHYquQoDNE+0SBV] sgpKi
Tsalt™r T/D/CcBoglIQEORrayIw3JNIQ=="
} [DPAPI Entropyl

Fig. 17. keychain.json file structure

AHgA7E AR vaulteld BEHE 79 |4
< AA vault®] I D7 A=A, 9 3
9-byteZ #edsiAl A=} w3 ‘ciphertext'e}
‘salt’ell si=sl= dole7t 2Als . 4 base64
tzZd o|%F DPAPI BLOB# 7} dlEZa g A}
45t} DPAPIE #&83sle] stsshyl dolgE
3313l Fig. 18.7 o] AAE AMEA} ==
£ 5 5 o

# DataProtectionDecryptor - o X

File Edit View Options Help
ECEEELE]
Decrypti.. * Decrypte... Encrypte.. Description Hash Algori... Crypt Algor... Key Encrypt... Key File Guid

SHA512 AES256 User SID+L... ED529057-

< >

10000 ISl 32 33 7177 3132 33 123qwl23 I

Decrypted User password

Fig. 18. Decrypted user password of Crypto
mator using DPAPI

5.3 Norton Ghost IHARIE & Hiot

Norton Ghoste dHoJg] ®a] A ‘2AEF S A
Aok sk}, AE ~AFL ProgramData\
Symantec\Norton Ghost\Schedule’ A& el
AR}, olu, AR AA=E HA= S

H29=7t DPAPIRZ t&sdl=e] ‘2A1E el A
A}t oS Fig. 19.5 2AF el A3E o5
shgl a9 er)

ProgramData > Symantec > Norton Ghost > S(hedulel v

| {94FFFC07-18CD-4008-90A8-4084FC186084}.pqj I—

[Schedule file]

0l

o

9DDF@115D1118C7ABBCE4FC297EBO1000000)
1]
78199DF 32BFDE9720BA: A
ADCI
DeF940000000423F07366D278C8B16A699227A0ESESS 2E3E6CEDDBD563459132)
65E4CDADCE! 7BBEBIC7OAFOC/EncryptedPhi2>

[DPAPI BLOB — Encrypted password]

<EncryptedPi2 vt=

Fig. 19. Encrypted user password of Norton
Ghost using DPAPI

DPAPIE #43le] stusiel doleE H353)
= Fig. 20.3% z;o] ot53lEl g fé—' 53t
A Eg37] $ledE St dE=ZS
7} dasie, St cﬂz 23)]= UTF-162% Q134

iE 8

4% DataProtectionDecryptor
File Edit View Options Help

BEddoxaa

Decryptio. Decrypted .. Encrypted .. Description
@ Succeeded 56 286 (PD) SHAS512 AES256

Hash Algorithm Crypt Algorith.

<

0000 43 94 50 SB 31 FA HC B(l AF 26 83 l(( 8BA F6 A8 44
0010 19 €4 33 E 6E FO 66 35 CO 98
0020 29 35 B3 HB 65 UE E4 09 91 SA 2C 85 OE 3D 2F AA
030 98 E7 41 18 21 DC B2 57

Fig. 20. Decrypted DPAPI BLOB of Norton Ghost
using DPAPI

DPAPIZ H33}El dolel= RC4 ~EHLS
dwelgel od shmstEo] glvh. ghastel| ARE-E
gz7le 2AFE HdwE UTF-1622 dzyst
of MD5 &g Ao A 5-byte #IFH
11-byte Z7]%] NULL %= 4% 3telth. Fig.
203} 7ro] DPAPIZ 235313 vlo]gl S ¢ iow
sle] RC42E Hushst & UTF-16 tlzwdg 23}
Fig. 21.3 %] AHgAF A =' F53 4= 9lo)
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| {94FFFC07-18CD-4008-90A8-4084FC186084}.pqj File name

" UTF-16 encoding

Convert | UTF-16 (Example: \u0061 \u4e2d \uo42f) (J Remove \u

u007b\u0039\u0034\u0046' 0031\u0038\u0043
u0044\u002d\u0034\u0030" 8\u002d\u003 0038\u002d\u0034 Data
10030\u0038\u0034\u0046\u0043\u0031 6\u 38\u0034\u007d

§ rosoaw

735F70670F 9179499F5C6BA93E4DSABS
| SU—
Key 1 {(5-byte)
Key 2 = 00 00 00 00 00 00 00 00 00 00 00 (11-byte)

’ RCA(Key1llKey2, CT}
1 02 03 04 05 0€ 07

08 05 OA OB OC 0D OE OF

00 75 00 74 00 €5 00 72 00 74 00 70 00 €1 00
00 73 00 77 00 €F 00 72 00 €4 00 &4 00 €& 00
00 €3 00 31 00 32 00 33 00 34 00 35 00 3& 00
00 00 00 oo ll

‘ UTF-16 decoding

| codersTool-decode-utf16.txt - Windows 0 2%
TEE BEEE AAO BV ESH)

| mytestpassworddfnc1234567890] |

Decrypted User password

Fig. 21. Decrypted user password
V. 2 B

txz ksst 7Ys Aleske FDE AY 54
2o AAZ ¢33t e Wg 75 AEst
o] chekst Je R ApEE L oleh. o] F Fa AMEA
= F& HelHE stuglsle] Bud 4 glr) 1
v wtd FDE Al $4Z2aws AR-ste] W3
Al fdE F2 doleE gtuslsle A, tA
q F7 $A oo Whgt). weta FDE A
o $EzEa AN A AAEE kst dlolE
T gt g dlolE] H53E ¢8 A= hes)
dwelF M ey AA Wt A7 AddE o]
of g},

B mfdAE BF 453 75S A 2%
°] FDE AY $E$=Zz=a9s A3
Cryptomator® On-The-Fly Encryption "4
22 dolelE kastst, Norton Ghostw Hle|
B 9] 7]5s AREEte] dlolHE stusigitt. 74
o EejAlolAdel ue} otssE dHleoly] Fx2E et
AL, 7] A ol o83 ¢hust AA S
Asle] dlole] B33} Weks AAsel A oA
]l S H57] A AHEAL
g dxfert Fexoer aFE ou, 54

&2t

!

O

Aol ofelgo] EAIR) ols) o] kst A
of Bt AAYE B Rhsad volE %
23 4 glomz o) ddel] 19 4 $hue
adlel EASHE Z15S Agslel AaAE HE
& AT H5F A4 HagEsh BHT
F53h S Eal iy BEa} Alssialet. ol
s} 2] FDE A9 $-gzzadle] we} gashe
dolEl B sbsle] T g dlelE] 24l 71es

Rk 37 S W B aesE A7) v

H
AR EHA] pabell Efo] =
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